Privacy Issues and ID Theft are Top Concerns of
Online Shoppers, According to New Survey by BBB

BBB Offers Advice for a Safe Holiday Shopping Experience

November 20, 2007 - A new Better Business Bureau (BBB) survey conducted by
Kelton Research finds that six in 10 (60 percent) American adult online shoppers are
worried about their personal information being sold or reused when asked what has
ever made them hesitant about completing a transaction online. Nearly the same
amount (59 percent), admit they’ve had anxiety about their credit card information
being stolen.

Despite concerns, consumers are increasingly turning to the convenience of online
shopping during the holiday season. In a recent 2007 holiday spending forecast,
Forrester Research, Inc. estimated online shoppers would increase seasonal spending
nearly 20 percent, to $33 billion, this year. And the National Retail Federation
recently published a survey noting that 72 percent of retailers are planning special
offers to entice online shoppers on Cyber Monday (the Monday after Thanksgiving).
In 2006, Cyber Monday sales beat Black Friday sales (the day after Thanksgiving) by
nearly 25 percent, $608 million versus $457 million.

“Even though increasingly more holiday shoppers have confidence in making online
purchases, basic trust in business issues such as privacy and ID theft are clearly still
top concerns for many consumers,” said XXXX, CEO of the BBB serving XXXX.
“Survey results show that fears over the use and safety of personal information
including credit card numbers, telephone numbers, and home and e-mail addresses
are the main reasons online shoppers second-guess their decisions when making
online purchases.”

In addition to privacy and identity theft concerns, many online shoppers also
indicated that they have hesitated shopping online over the concern of receiving
spam and/or junk e-mails (45 percent). Less online shoppers were concerned about
the difficulty of navigating the site (26 percent) and the amount of time it takes to
ship the item (25 percent).

“Although online shopping is fast and convenient, unfortunately, you can't tell just by
looking at a Web site whether a company is trustworthy and dependable, much less
even legitimate. Consumers want a safe online environment, and they can help
themselves by being a savvy online shopper this holiday season with a little research
and by taking a few safety precautions,” added XXXX.

BBB offers the following advice to help make your online shopping a safe and easy
experience this holiday season:

1. Protect your computer — Update your computer system with the latest
spam filters, anti-virus and anti-spyware software, and a secure firewall.

2. Use trustworthy Web sites — Always start with BBB to check on the seller’s
reputation and record for customer satisfaction. Look for a “trustmark” from
BBBOnLine and click on that seal to confirm that it’s valid.

3. Protect your personal information — Read the site’s privacy policy to
understand what personal information is being requested and how it will be
used. If there isn’t one posted, consider that a warning that your personal
information may be sold to others without your permission.



4. Trust your gut — Offers on Web sites and in unsolicited e-mails can often
sound too good to be true. Always go with your instincts and don’t be afraid
to pass up a “deal” because it might cost you in the end.

5. Beware of phishing - Legitimate businesses do not send e-mails claiming
problems with an order or an account to lure the “buyer” into revealing
financial information. Pick up the phone and call the contact humber on the
Web site where you made the purchase to ask if there was a problem with
your transaction.

6. Confirm your online purchase is secure — Look in the address box for the
“s” in https:// and in the lower-right corner for the “lock” symbol before
paying. If you have doubts about a site, right-click anywhere on the page and
select “Properties.” This will let you see the real URL (Web site address) and
the dialog box will reveal if the site is not encrypted.

7. Pay with a credit card - It's best to use a credit card because under federal
law you can dispute the charges if you don’t get what you were promised. You
also have dispute rights if there are unauthorized charges on your credit card,
and many card issuers have “zero liability” policies under which you pay
nothing if someone steals your credit card number and uses it.

8. Keep documentation of your order. When you’ve completed the online
order process, there may be a final confirmation page or you might receive
confirmation by email — don't delete these, save them!

9. Check your credit card statement often - Don't wait for a paper
statement; check your credit card statements for suspicious activity by either
calling the credit card company or by checking your statement online.

10. Know your rights - Federal law requires that orders made by mail, phone or
online be shipped by the date promised or, if no delivery time was stated,
within 30 days. If the goods aren’t shipped on time, you can cancel and
demand a refund. There is no general three-day cancellation right, but you do
have the right to reject merchandise if it's defective or was misrepresented.
Otherwise, it's the company’s policies that determine if you can cancel the
purchase and whether you can get a refund or credit.

For more reliable advice from BBB on staying safe this holiday season - online and
otherwise - go to www.bbb.org.
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About Survey Methodology

The Better Business Bureau Survey was conducted by Kelton Research between November 5th
and November 8th using Random Digit Dialing of both listed and unlisted numbers. Quotas are
set to ensure reliable and accurate representation of the total U.S. population 18 years of age
and older.

Results of any sample are subject to sampling variation. The magnitude of the variation is
measurable and is affected by the number of interviews and the level of the percentages
expressing the results.

In this particular study, the chances are 95 in 100 that a survey result does not vary, plus or
minus, by more than 3.1 percentage points from the result that would be obtained if
interviews had been conducted with all persons in the universe represented by the sample.

About BBB

BBB is an unbiased non-profit organization that sets and upholds high standards for fair and
honest business behavior. Businesses that earn BBB accreditation contractually agree and
adhere to the organization’s high standards of ethical business behavior. BBB provides
objective advice, free business BBB Reliability Reports™ and charity BBB Wise Giving
Reports™, and educational information on topics affecting marketplace trust. To further
promote trust, BBB also offers complaint and dispute resolution support for consumers and
businesses when there is difference in viewpoints. The first BBB was founded in 1912. Today,
128 BBBs serve communities across the U.S. and Canada, evaluating and monitoring more
than 3 million local and national businesses and charities. Please visit www.bbb.org for more
information about BBB.
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